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(57) Abstract :

Blockchain and Cloud computing based Criminal Digital Forensic Investigation and Prediction using Artificial Intelligence and Machine learning algorithms Abstract: Blockchain technology
has garnered considerable attention in recent years. Numerous studies on the use of blockchain technology have been conducted. Additional research is necessary before it can be fully
exploited. The term blockchain technology refers to a particular type of technology. Due to the decentralised nature of blockchain technology, all users will benefit from increased transparency
and security. They are stored on the blockchain in a way that prevents them from being altered or hacked, as they are replicated and distributed across a network of computers. In Digital
Forensics, tools, methods, and procedures for working with blockchain-based platforms have not yet been developed (DF). In today's forensics, obtaining, identifying, evaluating, and analysing
evidence is difficult. Additionally, it makes it more difficult to preserve and present evidence. Due to the decentralisation of the blockchain, private data can be stored on the blockchain's nodes
in a peer-to-peer network. Additionally, it is extremely simple and straightforward to use for the Department of Defense. This is because it satisfies their cross-jurisdictional requirements for
evidence integrity and provenance. When blockchain technology becomes available, conducting cross-border digital forensics investigations will become easier and safer.
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